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USDA eAuthentication for Vendors:
Creating a New Level 2 Account

Beginning in 2009, all Forest Service vendors/contractors who wish to obtain a new preseason incident
agreement® or update an existing preseason incident agreement with the Forest Service must have a
USDA Level 2 eAuthentication (eAuth) account.

IMPORTANT

e Without a Level 2 eAuth account, you will NOT be given access to the USDA Forest
Service Virtual Incident Procurement (VIPR) system2 (available in 2009) where you will
need to electronically sign and submit your agreement with the Forest Service before it
can be considered in the solicitation review process.

e If you already have a Level 2 eAuth account with another USDA agency, you should use
that Level 2 account for the Forest Service VIPR program—no additional eAuth action
will be required. Level 2 accounts require in-person verification of a government-issued
ID. If you do not recall completing this step, you probably do not have a Level 2
account. If you are unsure whether you already have a Level 1 or Level 2 account with
either the Forest Service or another USDA agency, follow the instructions in the
Appendix of this document to determine if you have an account and what type of
account you have.

e Please DO NOT create a new account if you already have a Level 1 account. If you
already have a Level 1 account, you will need to upgrade your account. Follow the
instructions at http://www.fs.fed.us/business/incident/eauth.php and click on the
link to “USDA eAuthentication for Vendors: Upgrading from a Level 1 to Level 2
Account.”

e You must have a valid e-mail address to complete the eAuthentication process. If you
do not already have one, you can obtain an e-mail address from your Internet Service
Provider (ISP) or you can use one of the many free services available on the Web.

! Preseason incident agreements are also known as Emergency Equipment Rental Agreements (EERAS) or Incident
Blanket Purchase Agreements (I-BPAS).

2VIPR is a new information system that will automate the solicitation, award, and management of preseason
incident agreements. VIPR is part of the Forest Service’s overall Incident Business system that automates the
agency'’s incident business requirements, decreases paperwork, and integrates business processes. VIPR will feed
information to other systems that you may have heard of or worked with: Resource Ordering and Status System
(ROSS), I-Suite, the Aviation Business System, and the Incident Business Database. For more information about
VIPR, please contact your Regional FS Contracting Officer (list of contacts located at:
http://www.fs.fed.us/business/incident/contacts.php).
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To create a new Level 2 eAuth account, do the following:

1 Access the eAuthentication registration Web site at
https://eauth.sc.egov.usda.gov/eAuth/selfRegistration/selfReglLevel2Stepl.jsp. The Create an

Account screen appears.

Create an Account

Form Approwed - OMB Mo, 0503-0014 Create an Account Help
Level 2 Access

Step 1 of 4: User ]nltg:mation

]f you 3r2 & USD Federal Employee, olick i continue with the
LUSDA efuthentication reqistration nrocess,

shouid commpiete the information beiol to'oraate's USDA dccount. Pledse read |
r Priwacy Act Statement and Public Burden Statement for more
n on how your personal information will be protactad.

Fubi:

inforrmz

Al required fields are marked by an asterisk (*). Enter yvour first and Click_here for_
appears on your government issued photo ID (e.g. state driver's licen| helpfulinformation
on password

User ID*: I G- requirements.
m,DH-Wgr.d?'.‘.' ............. - [ 5 9- o .
4 here 2ol
Ca77 Tassuwarit:

Fi=st iamne

NOTE:
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NOTES: You must complete all required fields, which are marked with an asterisk (*).
And, although they are not marked with an asterisk, all of the security
guestions at the bottom of the screen are also required.

For the password requirement, you will need to create a password that adheres
to specific rules, which are outlined below in “HELPFUL PASSWORD
TIPS.”

For the PIN requirement, you may select any 4-digit number that does NOT
begin with zero (e.g., 1111, 9076, etc.). The PIN may be used by the IBS
Helpdesk to verify your identity if you require helpdesk assistance with your
Level 2 eAuth account.

HELPFUL PASSWORD TIPS
Ensure your password meets the following criteria:

e |s 9-12 characters

e Includes at least one upper-case letter (A, B, C, etc.) and at least one lower-case letter
(a, b, c, etc.)

e Includes at least one of these characters: 0123456789!#%$%=+:;,? ~*-
e Is NOT aword in the dictionary

e Is NOT any information from your profile (e.g., Mother’'s Maiden Name, Date of Birth,
PIN, Your Name, Address, Phone Number, etc.)

Ensure you remember your eAuthentication user ID, password, and PIN, as well as the
answers you used for the security questions, because you will need this information to
access your account again in the future.

3 Click the Continue button.
4 Confirm that all of the user information is correct, and then click the Submit button.

5 From the “Step 3 of 4: Print and Check Email” page, print the page, because you will need it for
future reference.
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Create an Account

Level 2 Access
Step 3 of 4: Print and Check Email

Please print this page for future reference.
Congratulations  Mame |, only one more step to complete your initial registration!

You should receive a confirmation email within 1 hour from eAuthHelpDesk@ftc.usda.gov with
the subject line of "Activate Your USDA Account with Level 2 Access within 7 Days'

| Step 4 is contained within this email. Please refer to the instructions in the email to
complete your registration.

Ths Ma~r ID youmczoatodls _U _.[.'N
R e T L R L N )

;
Level 2 access activation process:

1.Click on the email confirmation link p_rowded in the email within 7 days. Be sure to follow the)[

instructions provided in the confirmation ermail. If you do not click on the emai
confirmation link within the required 7 days, your account will be terminated and
\_Yyou will have to start the entire process over again.

MOTE: Once you click the email confirmation link in the email, you will have an account with
limited access that allows you to review your account information online.

2.Go to the eduthentication web site at www .eauth.egov.usda.gov and click on "Update vour
Account” link and login to review the account information you provided to ensure it is correct
{e.qg. first narme, last name, etc. are the same as your government issued phota ID).

3.Take your government issued photo 1D %e.g. state issued driver's license) and present it in
person to a USDA Local Reqistration Authority (LRA) Tor activation of vour account wr evel 2

access, To find the nearest USDA Service Center office go to http://offices.sc.egov.usda.goy

Level 2 access, you will NOT be able to conduct official electronic business

/NDTE: Until a USDA Local Registration Authority (LRA) activates your account with u
transactions with the USDA via the Internet.

If after 24 hours you do not receive the confirmation email:
1.Check your email provider filters.

2.Check your personal email filter settings.
3.Contact the ITS Service Desk at eAuthHelpDesk@ftc.usda.gov or 800-457-3642, Please

provide your User ID, first and last name, and email address.

6 Click the Close Window button. If this does not work, please close your browser window. Your
request will be processed within one hour of receiving your submittal.

7 At least one hour after submitting your request, check your e-mail for a confirmation message
with the Subject: Action Required: Instructions to Activate Your USDA Account with Level 2

Access from eAuthHelpDesk@ftc.usda.gov.

NOTE: If you have not received the account activation e-mail within an hour of your
submittal, please look for the e-mail in your Junk or Spam e-mail file folders
before contacting the Forest Service Incident Business Solutions Helpdesk at

(866) 224-7677.

8 Follow all of the instructions in the e-mail.

Once you have completed the activation process, the Account Activation screen appears
confirming that your account has been activated.

If you do not click on the “Activate My Account” link in the e-mail message within 7 days of
receiving the e-mail, your account will be terminated and you will have to start the entire

process over.
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Account Activation

Quick Links

b What is an account?

b Create an account

b Update your acoount Thank you, your account has been activated.
p Link a Certificate to your If you are a USDA Federal Employee, no further action is needed.
Account

is account, Please wait approximately 20 minutes from the time of activation before using th

Administrator Links

and are If you are a public customer {or a non-USDA Federal Employee} of USDA

UsDa b Local Registration applying for a USDA Account with Level 2 access, you will still need to visit
Authority Login Service Center for identity-proofing if you have not already.

and are S you are a public customer {(or a non-USDA Federal Employee} of USDA

eeded. applying for a USDA Account with only Level 1 access, no further action is

T ars—
Close Window
——

|
The statement on the Account Activation screen (highlighted in the image above) means that
you may use the Level 1 privileges associated with your account (e.g. verifying / updating

your account information). You will be unable to use your Level 2 account, which is required
for VIPR, until you verify your identity with a Local Registration Authority, which is explained

in Step 10 of this guide.

9 Click the Close Window button.

NOTE: After waiting at least 20 minutes from the time of activation (and anytime
thereafter), you can verify your account information by following the
instructions in the e-mail. This step is not mandatory for completion of the
Level 2 eAuth account creation process.

10 Validate your identity in person with a USDA or Forest Service Local Registration Authority
(LRA)? representative by doing the following:

a) Access the VIPR Service Center and Local Registration Authority Locator Web site
(http://www.fs.fed.us/business/incident/LRA) to find a USDA Service Center or Forest
Service Local Registration Authority location near you.

b) Call ahead to schedule an appointment with the LRA at the location you wish to visit.

Since many locations have only one LRA and the LRA may be out of the office, you will want
to ensure the LRA is available to assist you BEFORE you go to the location.

c) For your scheduled appointment, take one valid form of photo identification and present it in
person to the LRA.

® An LRA is the only person who can verify your identity and approve your Level 2 eAuthentication account.
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NOTE: Valid forms of photo identification include
- USA state driver’s license
- USA state photo ID
- USA passport
- USA military ID
- Canadian driver’s license
- Canadian passport
- Department of States global ID (GLID) badge

One hour after the LRA has activated your account, you should have access to conduct official
electronic business transactions with the USDA via the Internet.

NOTE: If you need further assistance, please contact the Forest Service Incident
Business Solutions Helpdesk at (866) 224-7677.
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Appendix: Determining If You Have a Level 1 or Level 2
eAuth Account

To determine if you have a Level 1 or Level 2 eAuth account, follow the procedures listed below.

1 Access the USDA eAuthentication Web site at http://www.eauth.egov.usda.gov.

2 From the Quick Links menu, click on Update Your Account.

USDA United States Department of Agriculture
= USDA eAuthentication

Quick Links
> What is an account?

b Greabs am account USDA eAuthentication is the systel
‘ - aooounts that will allow them to ace
= |- includes things suc ittingr
Administrator Links | the:status of your USDY s

b Local Registration Please note that USDA will only aco
Authority Login
| Currently USDA eauthentication dod
corporations or other entities.

3 From the message box regarding the policy on using USDA computers, click the Continue
button.

4 From the eAuthentication Login screen, enter your eAuthentication user ID and password, and
then click the Login button.

NOTE: If you have forgotten your user ID and/or password, follow the instructions on
the eAuthentication Login screen for assistance in retrieving this information.

From the left menu of the IdentityMinder screen, you will see one of the following options:

Modify My Profile - Level 2. This will be an option | USDA st e
if you already have a Level 2 eAuth account that

will work with the Forest Service. No additional
action is required prior to using VIPR.

OR

Welcome to IdentityMinde

Apply for Customer Level 2 Authentication. This | USDA uua sus ospamentt agrcue
wirillobi/e an option if you have a Level 1 eAuth S 8555 s e ioaton
account. You will need to upgrade your account to
Level 2—for instructions, go to
http://www.fs.fed.us/business/incident/eauth.php
and click on the link to “USDA eAuthentication for
Vendors: Upgrading from a Level 1 to Level 2
Account.”
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